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February 21, 2025

Jennifer Wendel

Chief Information Officer

U.S. Department of Health and Human Services
200 Independence Avenue, S.W.

Washington, D.C. 20201

Dear Ms. Wendel:

I write with serious concerns about recent actions that threaten the privacy of sensitive data
housed by the U.S. Department of Health and Human Services (HHS).

Through the “Department” of Government Efficiency (DOGE), Elon Musk and his staff have
gained access to some of the federal government’s most far reaching and sensitive data systems.
Specifically, it is my understanding that DOGE has infiltrated HHS, seeking, and in some cases
gaining, access to payment and contracting systems across HHS that control hundreds of billions
of dollars in annual payments to health-care providers.! Similarly, DOGE has gained access to
the Centers for Medicare & Medicaid Services (CMS) payment and contracting systems?> —
systems that implicate sensitive health and financial information of millions of seniors and other
individuals. DOGE has made further moves into other HHS agencies, such as the Centers for
Disease Control and Prevention.® The full extent regarding the volume and nature of accessed
protected information is still unknown.

These actions could run afoul of several federal laws, including the Privacy Act of 1974,* which
protects Americans’ personal identifiable information. I urge you to protect private data within

your Department to the fullest extent, and to encourage all officials at the HHS to do the same.

Additionally, I request your responses to the following no later than March 7, 2025:

! Dan Diamond et al., DOGE Broadens Sweep of Federal Agencies, Gains Access to Health Payment Systems,
WASH. POST (Feb. 5, 2025), https://www.washingtonpost.com/health/2025/02/05/doge-health-agencies-labor/.

2 Press Release, CTRS. FOR MEDICARE & MEDICAID SERVS., CMS Statement on Collaboration with DOGE (Feb. 5,
2025), https://www.cms.gov/newsroom/press-releases/cms-statement-collaboration-doge.

3 Diamond, supra note 1.

45U.8.C. § 552a.
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1. Please provide a list and detailed description of the agency databases DOGE has sought,
been granted, or accessed.

2. Have DOGE employees been granted read-only access to agency databases, or do they
have the ability to modify the data and/or the underlying software?

3. Have all DOGE employees granted access to agency databases been legally authorized to
access such databases? If so, please provide all relevant authorization documentation.

4. Please provide a detailed description of the precautions DOGE or agency employees have
taken to protect the security of agency data, pursuant to federal data privacy laws.

5. Please provide a detailed description of the legitimate purpose(s) for granting access to
agency databases to DOGE.

I appreciate your attention to this matter. Should you have any questions about this request,
please contact the Democratic staff of the House Committee on Education and Workforce.

Sincerely,

ROBERT C. “BOBBY” SCOTT
Ranking Member



