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Thomas N. Flagg

Chief Information Officer
U.S. Department of Education
400 Maryland Avenue, S.W.
Washington, D.C. 20202

Dear Mr. Flagg:

I write with serious concerns about recent actions that threaten the privacy of sensitive data
housed at by the U.S. Department of Education.

Through the “Department” of Government Efficiency (DOGE), Elon Musk and his staff have
gained access to some of the federal government’s most far reaching and sensitive data systems.
Specifically, it is my understanding that DOGE has infiltrated the Department, with two DOGE
members having or having had administrator-level status in the Department’s email system,
allowing them to potentially access sensitive information.! Department sources also claim that
one DOGE staffer has accessed the back end of the Department website.? At least 16 DOGE
team members are reportedly currently listed in the Department directory, and they have
allegedly feeding sensitive personal and financial data from the department into artificial
intelligence software.’ And they have reportedly already gained access to the database
containing personal information on the millions of students and parents with federal student
loans, including Social Security and driver’s licenses numbers, dates of birth, and contact
information for student loan borrowers.*

These actions could run afoul of several federal laws, including the Privacy Act of 1974, which
protects Americans’ personal identifiable information. I urge you to protect the private data

' Tyler Kingkade et. al., Inside DOGE s takeover of the Department of Education, NBC NEWS (Feb. 8, 2025, 6:00
AM), https://www.nbcnews.com/news/us-news/elon-musk-doge-team-education-department-rcnal91244.
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4 Collin Binkley et. al., Musk team’s access to student loan system raises alarm over borrowers’ personal
information, ASSOCIATED PRESS (Feb. 7, 2025, 4:11 PM), https://apnews.com/article/education-department-trump-
doge-8c5bba3883b3d924b28114a4f291bec4.
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within your Department to the fullest extent, and to encourage all officials at the Department to
do the same.

Additionally, I request your responses to the following no later than March 7, 2025:

1.

2.

Please provide a list and detailed description of the agency databases DOGE has sought,
been granted, or accessed.

Have DOGE employees been granted read-only access to agency databases, or do they
have the ability to modify the data and/or the underlying software?

Have all DOGE employees granted access to agency databases been legally authorized to
access such databases? If so, please provide all relevant authorization documentation.
Please provide a detailed description of the precautions DOGE or agency employees have
taken to protect the security of agency data, pursuant to federal data privacy laws.

Please provide a detailed description of the legitimate purpose(s) for granting access to
agency databases to DOGE.

I appreciate your attention to this matter. Should you have any questions about this request,
please contact the Democratic staff of the House Committee on Education and Workforce.

Sincerely,

ROBERT C. “BOBBY” SCOTT
Ranking Member



